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Introduction and installation

1 Introduction and installation

1.1 Introduction

The ‘D Soft D2S Sign&Validate’ application is developed for Win32. Currently an English and
Dutch version of the software is available. The D2S products work with any X509 based
certificate.

The following platforms and certificates are supported:

¢ Platforms: Win95 (Service Release 2)
Win98
WinNT 4.x and newer
WinME
Win2000
WinXP Home/Professional
¢ Certificates: All X509 compliant certificates

The D2S products can use certificates stored in:

- Smart cards
- USB tokens
- Microsoft CSP

Remark: It is recommended that you use the same language for D2S as your operating system.

Netscape users should export their certificate and import it in the Windows CSP by using
‘Internet Explorer’, if they want to use D2S (for more information, see “Tips and Tricks” on
page 22).

About D Soft

Leians 0 Soft

[ Soft offers reliable and secure D SOFT nv
solutions for sharing information, Boelenaar 1

. . B-g031 Drongen
either web based or on CD-ROM, infnsdsnfthc

using Adobe and other third-party
products, together with our

proprietary software.

SMART SOLUTIONS

For more information visit us on
the web at WWW.DSOFT.BE FOR PROFESSIONAL

COMMUNICATION

5 commited to bringing you

the solutions that best suit your needs"
Frank Delanghe, managing director.

1.2 Installation

An installation programme is included with D2S Sign&Validate. Double-click the application
and follow the guidelines on the screen to install the Plug-in.
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Work area

2 Work area

To start D2S Sign&Validate:

E‘ ¢ double-click the D2S icon on your desktop, or
e choose ‘Start > Programs > D Soft > D2S Sign&Validate’.
The following window appears:

¥ untitled - D25 Sign&Yalidate _|ol xi

File Signatures \iew Help

@ 7| W

The D2S Sign&Validate work area consists of:

e menu bar (A)

e tool bar (B)

¢ viewing pane (C)
¢ status bar (D)

All functions can be executed using the menu bar. The tool bar contains buttons for the most
important functions. The signatures present in the current PDF document are shown in the
viewing pane.

When you move your mouse pointer over one of the functions of D2S Sign&Validate, the status
bar at the bottom of the window shows a short explanation.
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Work area

2.1 File

File Signaktures View Help
Open, .. Chrl+0
Yiew PDF File

25 Demo_sign.pdf - D25 Sign&:Yalidate - |E||i|

Preferences. ..

1 Demo_sign. pdf

Z briefCal.pdf

3 D25 Signvalidate Manual pdf
4 D25 Signed. pdf

Exit:

Sign |
' &lidate |
E it |

| Nm [

Click ‘File > Open’ to select a PDF document that needs to be signed or validated, or click =
from the tool bar.

Click ‘File > View PDF File’ to view the PDF document in Acrobat 5.x.

Choose ‘File > Preferences...” to modify your personal settings. D2S Sign&Validate uses a
configuration file. This file contains some general settings and your own preferences (see
chapter 3).

Click ‘File > Exit’ to quit the application or press the ‘Exit’ button next to the viewing pane.

2.2 Signatures

T

Validate: ¥ c:\p25"D25sign&ValidateHelp.pdf - D25 Sign&¥alidal
Choose ‘Signatures > Validate’ from the File | Signatures View Help
menu U validate |

Sign

You validate a signature to verify that the
signed document version has not been
altered and to confirm the identity of the
signer. You can also use the ‘Validate’ button
next to the viewing pane (for more
information see 4.1).

------ File iz not electronically signed.

Sign:

Choose ‘Signatures > Sign’ to add a signature to the PDF document or click the ‘Sign’ button
next to the viewing pane (for more information see 4.2).
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Work area

2.3

r

View

¢ Choose ‘View > Toolbar’ and/or ‘View >
Status Bar’ to show or hide the tool bar and/
or status bar. A check mark appears in the
menu next to ‘Toolbar’ and/or ‘Status Bar’ if
it is currently visible.

Help

¢ Choose ‘Help > Help...” from the ‘Help’
context menu, if you need help on using D2S
Sign&Validate.

¢ Choose ‘Help > About D Soft..." for
information on D Soft.

U‘ C: D25 D25SignéYalidateHelp.pdf - D25 Sign@:¥alidaks
File Signatures | Wiew Help

Ei"'l 7 |% v Toaolbar

w Skatus Bar

File Signatures Wiew | Help

J@l?lzwﬂ Help. ..

About D Soft, .
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3 Preferences

The ‘Preferences...’ dialog contains several sections to set your personal preferences:
e ‘OK’: save
e ‘Cancel’: don'’t save

3.1 Certificates

Before you can sign a document, you should select your default certificate from the list of
available certificates. The certificate you have chosen will be used by D2S Sign&Validate to sign
your PDF files.

x

Certificates |Images| Visualizatinnl Passwordl Heasnnsl Locationsl CRL/Trust Ch-ﬂ_’l

— fwailable Certificates:

sigrid. bonne@dsaft be, sigrid bonne@dsoft be : 02/06/2003 11:40:43

r Current Certificate;

[dentity: Isigrid.bonne@dsnft.be, sigrid bonne@dsoft.be
Expires: Il:l2.-"|:lE.-"2DDS 11:40:43
— Sign Key Folder:

Browse. .. |

ak. | Cancel |

e Press ‘Show..." to view all the details of the current certificate. The properties of the
certificate are shown in the following screen:

Windows 95
ﬂ

dentity: B Sign 1 ’ x f
Authority: sigrid.bonne@dsoft. be, sigid bonne@dsoft be
Walid from: 01/06/2003 11:40:49

Walid Hll: 02/06/2003 11:40:49

C =ldentity: BE

0 =GlobalSign nv-za

CM =Clazz 1 CA

E =GlobalSign Class 1 Ca&
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Windows 98/ME/2000/XP/NT

General | etails | Certfication Path |

®,
Certificate Information

This certificate is intended to:

sProtects e-mail messages
*Ensures the identity of a remote computer

Issued to:
Issued by: Global3ign Class 1 Ca

valid from 3/05/2003 to 3/07/2003

@ You have a private key that corresponds ko this certificate,

sigrid. bonne@dsoft. be

Issuer Statement: |

¢ You can browse for a folder containing the Sign Key file that matches the certificate by
clicking the ‘Browse..." button. This folder (C:\Program Files\D Soft\D2S\SignKey) has already
been created by the application.

There are 3 different types of certificates:

e Class 1:

e Class 2:

e Class 3:

this is a demo certificate.

There is no identity verification of the applicant.

This certificate can always be used by D2S Sign&Validate to sign as well as
validate.

used for f.e. transactions with low value.

Limited verification: the applicant needs to send a copy of his identity card.
D2S Sign&Validate needs a valid Sign Key* in order to use Class 2 certificates.
A Sign Key is linked to either the public key of your certificate or to the e-mail
address as mentioned in the subject of your certificate.

high guarantee value (covers up to € 37.500)

Identity-verification of the applicant according to strict rules.

D2S Sign&Validate needs a valid Sign Key* in order to use Class 3 certificates.

Remark: Certificates and Sign Keys are only needed for signing a PDF file. Validation of signatures is
always possible.
*You can request a Sign Key at www.d2s.org. A link where you can download your Sign Key
will be mailed to you.

D2S Sign€&Validate - Manual



Preferences

3.2

Images

If you want to add an image of your signature to the PDF document when signing, you should
configure it in the ‘Images’ section of the ‘Preferences’ window:.

The image needs to meet the following conditions:

¢ The selected file must be a PDF document that contains only the image of the signature.
e The PDF document should not be ‘cropped’.

¢ The best results are obtained if the signature is placed on a transparent background.

x
Images |Visualizati0n| Passwordl Heasonsl Locationsl CRLAT st Chainl Formatlﬂ_’l
Signature Images:
C:\Signature. pdf
Remove
(0]:4 | Cancel

¢ Click the ‘Browse..." button to select the PDF document containing the image.
¢ Click the ‘Remove’ button to remove the image.
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3.3 Visualization

You can specify whether you want to display the signature or not in the ‘Visualization’ section.

x

Eellificatesl Images Wisualization | F'asswnrdl Heasunsl Locatiunsl CRLATrust Ch. 4 I ’I

— Signature Vizualization
Do not visualize signature

% Yizualize signature in document

—Yisualization Options
— Signing On Fage

" Before first page o) [  Full
= After last page & Short

— Position On Page — Visualization Form——

Ok I Cancel

¢ If you do not wish to see an appearance of the signature displayed on your PDF document,
select the ‘Do not visualize signature’ option. In this case the document is signed, but this
will only be visible in the ‘Signatures’ section of Acrobat 5.x.

¢ Select ‘Visualize signature in document’ if you want a physical appearance. Choose one of
the following options to position the signature:

- ‘Signing On Page’
If you choose ‘Before first page’ or ‘After last page’, a blank page with your signature will
be added before the first or after the last page of the PDF document.
If you choose ‘On page’, the signature will be placed on the specified page.

- ‘Position On Page’
Select where the signature should be positioned on the page.

- ‘Visualization Form’
When you choose ‘Full’, the image of the signature appears together with the date and
identity of signing. If no image is configured, signing will default to ‘Short’.
When you choose ‘Short’, only the date and identity of signing appear on the PDF
document.

D2S Sign€&Validate - Manual



Preferences

3.4, Password

You can specify whether a password is required for signing or not, in the ‘Password’ section of
the ‘Preferences’ window.

x

Eellificatesl Imagesl Visualization FPaszsword | Heasunsl Locatiunsl CRLATrust Ch. 4 I ’I

Pazgword Far Signing;
v Enter Paszword For Signing

Mew Pazzword: I"“"“’“‘

Confirm Pazzword: I"*"**"

oK. |

The password and a confirmation are requested. Only digits and standard characters (A - Z,
a - z) are allowed.

You are also asked for this password when you want to reset this option to ‘no password
required’.

Remark: The password is case-sensitive.
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3.5 Reasons

You can add your own reasons and edit or remove existing reasons in the ‘Reasons’ section of
the ‘Preferences’ window.

x

Eertificatesl Imagesl \-"isualizatiunl Password  Feasons |L0c:ati0ns| CRLATrust Ch 4 I "I

— Reasons For Signing:

Thiz document iz ready for approsal. Edit
Thiz docurnent iz ready far review,

| am approving thiz docurment.

| have reviewed thiz document,

| am the authar of thiz document.

Thiz document is digitally signed.

Thiz document iz final. Delete |
Thiz document is certified.

] Cancel

¢ Add your own reason by clicking the ‘Add’ button.
¢ Select a predefined reason to delete or edit and press the ‘Delete’ or ‘Edit’ button.
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3.6 Locations

You can add your own locations and edit or remove existing locations in the ‘Locations’ section
of the ‘Preferences’ window.

x

Eerliﬁcatesl Imagesl \r"isualizationl F'asswurdl Feasons Locations | CRLATrust Ch. 4 I ’I

— Locations OF Sighing:

|.~’-'mtwerp Add
Drongen Delete
Bruzsels

E dit

il

Ok |

¢ Add your own location by clicking the ‘Add’ button.
¢ Select a predefined location to delete or edit and press the ‘Delete’ or ‘Edit’ button.
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3.7

CRL/Trust Chain

You can set additional criteria to define the validity of the certificate in the ‘CRL’ window.
Besides checking the integrity of the signature, the following checks can be performed during
the validation of a signature.
The certificate trust chain can be checked.
You have a choice between:
¢ Check the issuer’s integrity of the certificate tree.
You have a choice between:
a. Using the CA/Root certificates that are included in the signature for checking the trust
chain (uncheck the second checkbox).
b. Using the CA/Root certificates stored in the Microsoft certificate store when checking
the trust chain (check the second checkbox).
¢ Verify that the signer’s certificate is not listed in the CRL and therefore is not revoked.

Only the revocation of certificates with a CRL distribution point specified can be checked. If you
have an Internet connection, these CRL's will automatically be downloaded and installed on
your PC.

Certificates listed on the CRL are revoked and a signature based on such a certificate will be
visualised as invalid after validation (f.e. by loss, theft, ...).

If you don’t have an Internet connection you can still check the revocation of a certificate by
importing these CRL's yourself.
¢ Additional CRL folder:
Copy the downloaded CRL on your system. Browse for the location where the imported CRL’s
are stored and click ‘Import CRL’s’ if you want to use them.

x

Passwordl Heasunsl Locations  CRLATrust Chain I Furmatl File F!eposituryl 1 I >I

—CRL and Foot Certificate Checking
[ Check certificate trust chain when validating signatures
[T Dionot use Ca/Root certificates stored|in the message
[ Perform CRL check on when validating signatures

Additional loacation for CRL files:

I Browse... |
|mport CRL's |
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3.8 Format

D2S Sign&Validate lets you specify the contents of the signature’s text.
¢ In the ‘Signatures Format Includes’ field, select the keys that need to be displayed on the PDF

document.
x
F'asswoldl Heasonsl Lucationsl CRLATrust Chain  Format I File: Hepusitor_l,ll 1 I "I

— Signature Format Includes

Keyp | Walue |
Olssuedto zignd. bonned@dzoft be, zignd bonneteidsoft be

O lssuer BE. GlobalSign nv-za, Class 1 CA, GlobalSign CI...
O E=piry date 02/06/2003 11:40:49

O sigring location <To be filled ir while gsigning:

O signing reason <To be filled in while signing:

O Sigring date and time MA4/2003 - 123800

] I Cancel
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3.9

File Repository

D2S Sign&Validate lets you specify a ‘File Repository’ to store a copy of the original PDF
document. This can be useful if you want to keep the original version of the PDF you want to
sign f.e. as a backup file.

x

F'asswoldl Heasonsl Lucationsl CRLAT rust Ehainl Format ~ File Repositary I 1 I "I

r— Original file repasitony

IE:'\D2S Browse... |

V¥ Keep ariginal file in repositan

Delete files in reposzitary:

il files
= Only files older than I 14 days

v Automatically view signed PDF file

Ok |

e Browse for a folder to store the original PDF document, by clicking the ‘Browse..." button.

¢ Select ‘Keep original file in repository’ to keep a copy of the original file in the specified
folder.

¢ Choose ‘All files’ if the original PDF files present in the folder should be deleted when starting
the application. D2S Sign&Validate only removes the PDF documents in this folder.

¢ By selecting ‘Only files older than ..." and entering a number of days, the application removes
all PDF documents stored in the specified folder older than the specified number of days
(when starting up the application).

¢ Check ‘Automatically view signed PDF file’ to automatically open the PDF document in
Acrobat 5.x after signing.

D2S Sign&Validate - Manual
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L Signatures

You can view the properties of a signature in the ‘D2S Sign&Validate’ window.

4.1 Validate

You should validate a signature to verify that the signed document version has not been
altered and to confirm the identity of the signer.

When you add a signature to a document, the information that uniquely identifies you as
signer, is added. When you validate, this information is checked.

¢ Choose ‘Signatures > Validate’ from the context menu, click the ‘Validate’ button next to the
document pane, or click JA4.

Validation status Icon in palette

Signed, but not validated.
Valid, but identity of signer could not be validated. CRL and/or
certificate chain checking is asked but not possible.

Valid and identity of signer is valid. CRL and/or certificate chain
checking succeeded when asked.

Invalid. CRL and/or certificate chain checking failed when asked.

Document altered after signing.

X < o«

L.1.1  To verify signature details

¢ Click @ next to the signature you want to view the properties of.
The properties appear in the ‘D2S Sign&Validate’ window.

| C:4 D25 briefCAL.pdf - D25 Sign&Validate -0l x|

File Signatures Wiew Help

=) %A ¥

= V frank. delanghe(@dszoft. be, frank.delangheizidsoft. be
Drate and time: 770242002 16:13:.48

Location: Bruzzels

Reason: Thiz document iz final.

Method: DSoft.D25_Sign.tMSCrepta

- ‘Name’:
distinguished name of the
certificate holder.

- ‘Date and time’:
date and hour on which the

Sign | signature was applied.

- ‘Location’:
Walidate | . . . .
signing location (optional).
Exit | - ‘Reason’:

signing reason (optional).

C:\D25\briefCAL ,pdf FILIET 4
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4.1.2  To verify full signature details

¢ Select and right-click the validated signature in the ‘D2S Sign&Validate’ window.
The ‘Signature properties’ window appears.

Signature properties 5[

E_ % ~
A .

Y alidity
Sighature invalid

Check on certificate chain: Mot pozsible, unknown,
Check on CRL validity: Mot asked, unknown.
Check on certifizate versus CRL: Mot asked, unknown.

Signing time within cert. validity period: Succeeded, OK.

— Propertie:

Signed by: Ifrank.delanghe@dsoft.be, frank.delanghet@dsoft. be

[Drate: IDBH 2/2001 07:42:31

Feason: IThis document is digitaly signed.

Lacation: I

Cert. izsued by: IBE, GlobalSign nv-za, Class 1 CA, GlobalSign Class 1

Cert. expiry date: |U1 0542002 19:38:34

Cert. izzuing date: |12£053’2DD1 19:38:34

Validity

‘Signature valid/invalid/unknown’:
indicates whether or not the file has been tampered with.

- ‘Check on certificate chain’:
ok, not possible, not asked, failed. Not possible indicates that the CA and/or root
certificates were not included in the signature. Not asked indicates that no check was
performed (see “CRL/Trust Chain” on page 15).

- ‘Check on CRL validity”
ok, not possible, not asked, failed. Not possible indicates that no CRL is present on the
system. Not asked indicates that no check was performed (see “CRL/Trust Chain” on
page 15).

- ‘Check on certificate versus CRL”:
ok, not possible, not asked, failed. Not possible indicates that no valid CRL was found on
the system. Not asked indicates that no check was performed (see “CRL/Trust Chain” on
page 15). Ok indicates that the certificate does not appear on any valid CRL.

- ‘Signing time within cert. validity period”:
ok or failed. Indicates whether or not the signature was created within the validity
period of the signer’s certificate.
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Properties
- Signed by: distinguished name of the signer.
- Date: date and hour on which the signature was applied.
- Reason: signing reason
- Location: signing location
- Certificate details: the issuing Certification Authority, expiry date and issuing date.

4.2 Sign

¢ Choose ‘Signatures > Sign’ from the menu list, click ‘Sign’ next to the document pane, or
click 4.
The following window appears:

Document Sign Wizard, Step 1 of 2 x|

— Certificate Uzed For Signing

Isigrid.bonne@dsoﬂ.be, sigrid. bonned@dsoft. be Show... |

= Full = Short

— Additional [nformation

Reaszon For Signing:

IThis document iz digitally zigred. j

Location OF Signing:

IDn:ungen ﬂ

< Back I Mest » I Cancel |

Certificate Used For Signing

¢ Press the ‘Show..." button to view the properties of the certificate to be used.

Visualisation

You can visualise the signature on the PDF document.

e When you choose ‘Full’, the image of the signature appears together with the date and
identity of signing on the PDF document. This option is only available if an image of the
signature is configured (see 3.2).

¢ When you choose ‘Short’, only the date and identity of signing appear on the PDF document.

e When you choose no visualisation, the document is signed, but this is only visible in the
‘Show signatures’ option in Acrobat 5.x (not in the Reader).
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Additional Information

¢ Choose the reason and location for signing, if needed. The list of available reasons and
locations can be modified in the preferences (see 3.5 and 3.6).
¢ Click the ‘Next’ button and the ‘Step 2 of the Document Sign Wizard’ window appears.

Document Sign Wizard, Step 2 of 2

Document Wil Be Signed Uang the Following Parameters:

The file:
CADZ54Demo_signe. pdf

Uzing the following certificate:
sigrid. bonneEidzoft. be, sigrid bonhe@dsoft. be
|ssued By:  BE. GlobalSign nv-za. Class 1 CA, GlobalSign Class 1 CA

Signature Yisualization Ophions:

Full %izualization Using Image:
C:ASignature, pdf

Fieazon For Signing:
This document is digitally signed.

Location Of Signing:

KT

| v

o

< Back P

Cancel |

This window shows a list of the previously defined settings. The PDF document will be signed

using these parameters.
o Click ‘Back’ if you still want to modify a parameter.

¢ Click the ‘Finish’ button, the ‘Save As’ dialogue appears only the first time a document is

signed.

You are asked for a password, if one is required for signing (see 3.4).

Enter your password...

Ix:m:mxx

Cancel

]

¢ Enter your password and click ‘OK’.

Enter a filename, specify a location and click ‘Save’. You can name the PDF file only the first

time you sign it. You cannot use the ‘Save As’ command on a signed document.
The new signature appears as the last item in the viewing pane, with an icon signifying that

it is valid.
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5 Tips and Tricks

¢ Netscape users should export their certificate and import it in the Windows CSP by using
‘Internet Explorer’, if they want to use D2S.

To export your certificate using Netscape:

- Open the ‘Security Info’ window by clicking the ‘Lock’ icon in the tool bar.
Select ‘Certificates’, then “Yours’.

- Select the certificate you want to export and click ‘Export’.

- You are asked for a password to protect the data and a location to store the exported
certificate.

To import your certificate using Internet Explorer:

Select ‘Internet Options..." from the ‘Tools’ menu of Internet Explorer.
Click on the ‘Certificates...’ button in the ‘Content’ tab.

Follow the instructions on the screen after clicking the ‘Import ..." button.
- You are asked for the location of the file you generated in Netscape.

After completing these steps your certificate can be used by the ‘D2S Sign&Validate’
(refer to 3 Preferences).
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